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Beware the Latest Scams by Criminals Posing as
the IRS

By Allison D.H. Soares and Lauren Suarez
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Through the years, we have all been exposed to a plethora of money scams. From Nigerian
princes requesting $5,000 be wired to save grandma to phone calls purportedly from Internal
Revenue Service (IRS) stating that you will be going to jail, the length that a scammer will go to
instill fear into the hearts of millions knows no bounds. This means you should not run to your
bank and wire out the $5000—Grandma is fine and not vacationing in Nigeria.

You can imagine that we, as tax law practitioners, get quite a few panicked phone calls every year
related to the latest IRS scam. Previously, the main avenues for scammers who used the IRS as
their Trojan horse was via a phone call or voice mail left for unsuspecting individuals stating that
they owed a significant amount of taxes and that they should call immediately to avoid jail time.
This especially hit the senior citizen community as they started to panic over their monthly Social
Security checks. It used to be that we could easily answer the panicked calls we would receive by
telling people that the IRS will never call you over the phone to tell you that you are going to jail.
And that was that. However, scammers are like cockroaches, and even though you block one
avenue for them, they will try a different route.
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As IRS scams and consumer alerts have multiplied and evolved, the IRS has created a web page
solely for the purpose of helping taxpayers recognize the latest and greatest attempts. The IRS


https://www.facebook.com/sharer/sharer.php?u=https%3A%2F%2Fwww.americanbar.org%2Fgroups%2Fgpsolo%2Fpublications%2Fgpsolo_ereport%2F2023%2Fjuly-2023%2Fbeware-latest-scams-criminals-posing-irs%2F
https://www.linkedin.com/shareArticle?title=Beware+the+Latest+Scams+by+Criminals+Posing+as+the+IRS&mini=true&url=https%3A%2F%2Fwww.americanbar.org%2Fgroups%2Fgpsolo%2Fpublications%2Fgpsolo_ereport%2F2023%2Fjuly-2023%2Fbeware-latest-scams-criminals-posing-irs%2F
mailto:?subject=Beware%20the%20Latest%20Scams%20by%20Criminals%20Posing%20as%20the%20IRS%20%7C%20American%20Bar%20Association&body=I%20thought%20you%20might%20like%20this%20post.%0D%0A%0D%0A-----%0D%0A%0D%0AThis%20article%20examines%20three%20of%20the%20most%20common%20scams%20designed%20to%20make%20unsuspecting%20victims%20send%20their%20money%20and%20personal%20identifiable%20information%20to%20criminals.%20(4%20minutes%20to%20read%20%E2%88%99%20800%20words)%0D%0A%0D%0ACheck%20out%20the%20full%20post%3A%20https://www.americanbar.org/groups/gpsolo/publications/gpsolo_ereport/2023/july-2023/beware-latest-scams-criminals-posing-irs/
javascript:window.print()
https://use1.smartadserver.com/click?imgid=30332918&insid=11798930&pgid=1147471&fmtid=84362&ckid=3156794503381740847&uii=4900610247150703833&acd=1690729279974&opid=df41ecce-d476-47e0-baf2-5c973ac87d38&opdt=1690729279973&tmstp=9801740722&tgt=publishing_entity%3dGP%3btopics%3dCRIMLAW%2fCRIMLAW%3btopics%3dTAX%2fTAX%3b%24dt%3d1t%3b%24dma%3d602%3b%24hc&systgt=%24qc%3d1307002411%3b%24ql%3dHigh%3b%24qpc%3d60654%3b%24qt%3d152_199_42352t%3b%24dma%3d602%3b%24b%3d16999%3b%24o%3d11100%3b%24sw%3d1920%3b%24sh%3d1200&envtype=0&imptype=0&gdpr=0&pgDomain=https%3a%2f%2fwww.americanbar.org%2fgroups%2fgpsolo%2fpublications%2fgpsolo_ereport%2f2023%2fjuly-2023%2fbeware-latest-scams-criminals-posing-irs%2f&cappid=3156794503381740847&go=https%3a%2f%2fwww.lawpay.com%2fintroducing-lawpay-pro%2f%3fpartner%3daba%26utm_campaign%3dlpp-lawpayprolaunch23%26utm_medium%3dweb%26utm_source%3daba
https://www.irs.gov/newsroom/tax-scams-consumer-alerts

confirms on this web page that the IRS does nor initiate contact with taxpayers by email, text, or
social media messages to request personal or financial information.

The top-three IRS scams that we currently see are related to (1) employee retention tax credit
(ERTC) filings, (2) identity theft and fraudulent filing of tax returns for refunds, and (3) unclaimed
refunds.

ERC Filing Scams

In ERTC filings scams, the scammers present themselves as tax professionals and aggressively
push businesses and individuals to file for tax credits (even if the victims don't actually qualify).
The victims trust and pay these scammers and end up either having their ERTC claim denied or
being subjected to an audit on the amended returns that were filed for the refund claim. All of this
causes the victims to expend additional time and money.

Identity Theft and Fraudulent Filings for Tax Refunds

The second type of scam has been happening for years: Scammers steal an individuals Social
Security number and file tax returns with the victim’s information in an attempt to obtain a
refund. This means that when victims go to file their return, they will find that someone has
already filed in their name. Victims then have to paper file or amend their tax returns. Should your
Social Security number be stolen and used in this way, the IRS has a program in which you fill out
the appropriate information and are given a PIN to file future tax returns.

Unclaimed Refund Scams

The final type of scam is the scariest by far. Recently, news outlets have been reporting that people
are receiving letters in the mail related to unclaimed tax refunds. People have been told for years
that the IRS will only contact them by mail, so receiving a letter on official-looking IRS letterhead
throws everyone for a loop. In the letter, the scammer lists fraudulent IRS contact information (i.e.,
a phone number and mailing address that the scammer controls) so that victims, in an attempt to
collect the nonexistent refund, will send the scammer their Social Security number and other
personal information. The scammer can then use the personal information for a host of crimes
related to identity theft.


https://www.irs.gov/identity-theft-central

This article is merely a glimpse of all the ways criminals use the word “IRS” to scam taxpayers. If
you are notified that IRS is looking for your information or is about to send you to jail for an
imaginary debt, it is always wise just to give the IRS a call—using the actual IRS phone number
found on the official IRS website—and confirm before unknowingly going down the path of Social
Security fraud or unwittingly funding grandma’s vacation to Nigeria.

To be informed, please see the following links:

o https:/www.irs.gov/identity-theft-central

o https:/Www.irs.gov/newsroomy/tax-scams-consumer-alerts
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